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Abstract. With the rapid growth of electronic comimerce on the Internet,
it becomes increasingly important to have effective, secure, and low-cost
methods of handling the monetary aspect of the on-line transactions. Re-
cently, a number of electronic payment services have been introduced to
the Web. An agent-based approach for electronic payment is appealing
since agents can proactively monitor the latest information about settle-
ment services on the Internet, and autonomously select the best settlement
option on behalf of their customers. However, because of the intrinsic dy-
namics of the Internet, these agents are faced with the challenge of making
good decisions under the constraint of uncertain and incomplete market
information. Possibilistic logic provides an expressive formalism to cap-
ture these uncertainties, and a robust and powerful reasoning method to
make sound decisions by considering the uncertainties related to the ac-
tivities in payment processing. In addition, possibilistic deduction can
be used to explain and justify an agent’s decisions. Enhanced explana-
tory power promotes users’ trust and satisfaction, and this is essential in
agent-mediated electronic commerce. This paper proposes an agent-based
electronic payment service. In particular, how possibilistic logic can be
applied to develop intelligent business agents is discussed.

AMS Mathematics Subject Classification 1991): 03H10 Other applications
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1. Introduction

The exponential growth of the Internet has rapidly changed the way busi-
nesses are performed, and the way consumers do their shopping (12, 15, 16, 17].
Recently, a number of electronic payment services have emerged on the World
Wide Web (Web) [18]. No doubt, electronic payment services will grow very
rapidly and several large online organizations like Yahoo and AOL have already
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joined in the race. There are several advantages for the conswmuners to make
use of electronic payment services on the Web. Firstly, these payment services
autonomously and accurately process the incoming bills on behalf of the con-
sumers. Therefore, consumers do not need to worry about the tedious job of
keeping track of their bills, and perhaps paying penalties for late paymnents. Sec-
ondly, there could be financial advantage of using electronic payment services.
For example, the total transaction cost may be reduced by having a single bulk
payment from the payment service rather than having several individual mi-
cro payments settled between a consumer and their biller. Security is also an
important issue for electronic commerce. Payment service providers take care
of all the security issues with other payment service providers, or the ultimate
financial institutes where bill settlements take place. Therefore, the consuiner’s
risk of conducting on-line shopping and payment is reduced to a minimum. In
fact, similar advantages are also brought to the virtual stores or utility compa-
nies {e.g. electricity, gas, etc.). For instance, they do not need to spend a lot
of money to set up their own payment services on the Web. Moreover, they are
guaranteed by the payment company that outstanding bills will be settled once
the services or goods are delivered to their clients.

The market of Internet-based electronic payment services is highly competi-
tive, and there are new payment services brought to the Web everyday. In order
to make profit and survive under such a keen competition, the payinent service
must be able to select the best settlement options (e.g. cheap, secured, and reli-
able settlement services) according to the latest market information such as the
transaction costs and the service qualities of the external payment/settlcment
service providers. An agent-based electronic payment service is appealing be-
cause payment agents, a kind of business agents, can proactively monitor the
latest market information on the Internet [19, 20]. Moreover, they can au-
tonomously keep track of bill payments on behalf of each registered client and
make sensible decisions regarding optimum settlement options available in a

"payment cycle. Some business agents can even learn the consumers’ shopping
requirements and recommend appropriate products for purchasing [14, 16]. Nev-
ertheless, one difficulty that payment agents need to deal with is that market
information {e.g. prices and service qualities of settlement services) available on
the Internet is highly volatile. For instance, even though a settlement service
was up and running few hours’ ago, it might be out of service at the current
payment processing cycle. Transaction cost pertaining to a settleinent service
may also vary quite frequently. This trend has already been revealed in nowa-
days telecommunication market. When a new payment/settlement service is
first introduced to the Internet, it may even be difficult to have full knowledge
about its service characteristic (e.g. reliability).

Therefore, payment agents are faced with the challenge of making good
settlement decisions under the constraint of uncertain and incomplete informa-
tion. Though sophisticated quantitative methods have been develop to model
the decision making processes [6, 11}, there are weaknesses of these methods.
For example, those axioms underlying a particular decision theory may not be
valid under all decision making situations [6]. Bayesian network has widely
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been used for uncertainty analysis. However, it is difficult to obtain all the
conditional probabilities required in a large network model. Though assuming
independencies among events may simplify the calculations, the resulting model
may not reflect the realities of the underlying problem domain. In the context
of agent-mediated electronic commerce, it is desirable for business agents to ex-
plain and justify their decisions so that consumer trust and satisfaction can be
obtained [8, 9]. It is not ecasy to explain an agent’s decisions purely based on a
quantitative model where the relationships between various decision factors are
buried by numerous conditional probabilities or weight vectors.

This paper reports a preliminary study of applying possibilistic logic to busi-
ness agents in general and payment agents in particular so that uncertain and
incomplete market information can explicitly be represented and reasoned about
during agents’ decision making. Moreover, under such an integrated frame-
work of quantitative and symbolic approaches, the explanatory power of these
agents can also be enhanced. The reasons are that the relationship between
an agent’s decision and its justifications can be represented by more compre-
hensible causal rules, and the decision making process can be explained based
on formal deduction. Enhanced explanatory capabilities of payment agents will
subsequently lead to improved consumer trust, and the deployment of these
agents to Internet-based electronic commerce. Section 2 gives an overview of
agent-based electronic payment service. Preliminaries of possibilistic logic are
provided in Section 3. The formulation of a payment agent’s decision rules, and
the representation of uncertain market information of settlement services are
discussed in Section 4. Section 5 illustrates how possibilistic reasoning can be
applied to the payment agent so that optimum settlement decisions are made.
Finally, future work is proposed, and a conclusion summarising our findings is
given.

2. An Overview of Agent-based Electronic Payment Service

An overview of the proposed Agent-based Electronic Payment Service (AEPS)
is depicted in Figure 1. The Web site housing this system is certified digitally
so that all the related parties can verify its identification. Moreover, encrypted
transmissions are used to exchange information with external agents (e.g. cus-
tomers, billers, banks, external payment services, etc.). A consumer must first,
register with AEPS by providing their personal information such as their digital
certification and bank details. After acquiring utility services (e.g. electricity)
or conducting on-line shopping (i.e. step 1 in Figure 1), registered customers
or their agents will authorise AEPS to pay the related parties (i.e. step 2).
The payment agent of AEPS can then handshakee with the retailers or their
agents to obtain bills or settlement instructions (i.e. step 3). It is assumed
that extensible markup language (XML) [7] is used to facilitate the exchange
of such information. Finally, the payment agent settle the bills via appropriate
financial institutes (e.g. banks) or external payment services (i.e. step 4). Com-
munications with these agents can be conducted via dedicated lines, Internet
connection with Secure Sockets Layer (SSL) or Secure Electronic Transaction
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(SET). These external financial institutes or their agents may pass the payments
through the settlement chain until the payments can finally reach the bankers
of the retailers or the utility companies. For the discussion in this paper, these
external financial institutes or payment services are collectedly referred to as
settlement services or settlement agents. The focus of this paper is on step 4
from which the payment agent selects the optimum settlement options according
to the service characteristics of pertaining settlement services during a payment
processing cycle. Because of the dynamic nature of the Internet, the charac-
teristics of these settlement services are uncertain or incomplete. Therefore, a
formalism that allows explicit representation of uncertainties and sound reason-
ing about these uncertainties is required for the development of the payment
agents.

Payment Agent 4 \
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———+  HITP with SSLfSET

Figure 1: An Overview of Agent-based Electronic Payment Service

Since all the billing and payment records are stored in AEPS, a registered
customer can review their billing and payment histories. Moreover, they can
specify regular payment requirements (e.g. direct debits) and set maximum
payment limit. In each payment processing cycle (e.g. every 2 hours, half
day), the payment agent will scan through the billing databasc and extract
billing items which are going to be due. Billing items are then grouped into
bulk payments according to the settlement instructions pertaining to these bills.
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Then, the payment agent needs to decide which settlement service is the best
(e.g. being able to meet the payment deadline, cheap and secured) to settle
each bulk payment. It is assumed that there could be more than one settlement
options for each bulk payment processed in a payment processing cycle.

3. Preliminaries of Possibilistic Logic

This paper refers to necessity-valued possibilistic logic [1, 3]. Let £ be a
classical first-order language and £ be the set of classical interpretations for £.
A possibilistic formula is of the form (a,m), where a € £ is a closed formula
and m € (0, 1] is a positive number. The intuitive meaning of the formula (a, m)
is that the truth of cv is certain at least to the degree m (i.e. N(a) > m, where
N is the necessity measure of a). The semantics of a set of classical formulae
A is defined by a subset M(A) C 2 that satisfies all formulae in A. Each
interpretation w € M(A) is called a model. For a set of possibilistic formulae
F = {(a;,m;),i = 1,...,n}, a possibility distribution © over ) that characterises
the fuzzy set of models M(F) of F is introduced. In other words, F induces a
preference ordering over §2 via mg. The necessity measure N induced by = is
then defined as [1]:

Va € £, N(a) =inf{l - 7(w),w | -a}

In other words, the necessity measure (i.e. the lower bound certainty) of a
formula o equals to the complement of the highest possibility attached to an
interpretation w where -« is classically satisfied. A possibility distribution «
on ) is said to satisfy the necessity-valued formula (@,m) (le. 7 [ (a,m)),
iff N@) >m. #  F,if Vi =1,....,n,7 E ay,m;. If Vr,7 | (a,m),
(a,m) is said to be valid and is denoted |= (a,m). A possibilistic formula ¢
is a logical consequence of a set of possibilistic formulae F' (i.e. F | @), iff
VY, (7 = F) - (7 | ®). The consistency of F' (i.e. Cons(F)) is a measure of
to what degree that there is at least one completely possible interpretation for
F and is defined by Cons(F) = sup,cqnr(w). Then, the inconsistency degree
of F is defined by: Incons(F) =1—- Cons(F) =1 — sup,canr(w).

The deduction problem in possibilistic logic is taken as finding the best
valuation m (i.e. Val(3, F)) such that F entails (4, m). Based on the classical
resolution, a sound and complete proof method has been developed [1, 4] as
follows:

1. A possibilistic knowledge base F = {(a;,m;),%i = 1,...,n} is converted to
possibilistic clausal form (i.e. conjunctive normal form) C = A, ;{(ci,;,m:)}
where ¢; ; is a universally quantified classical first-order clause.

2. The negation of a first-order formula 3, which is to be deduced from F, is
also converted to clausal form ¢, ...,cn.

3. Let ¢' =CU{(e1,1),...,(cn, 1)}
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4. Search for the empty clause (L,m) by applying the possibilistic resolution
rule (R):
(1) (er,m1), (€2, m2) F (R(¢y,e2), min(my, ms))

from C’ repeatedly until the maximal m is found. R(cy,¢z) is the classical
resolvent of ¢; and ca.

5. Let Val(8,F) = m.

In addition, it has been shown that the inconsistency degree I'ncons(F) of
any possibilistic knowledge base F is the least certain forinula mnin{m,...,m,}
involved in the strongest coutradiction (i.c. (L,/m)}). Based on these proposi-
tions, nontrivial possibilistic deduction (}-) is defined as [1]:

F -~ (8,m)iff F = (8,m) and m > Incons(F)

The intuition behind nontrivial possibilistic deduction is that the proof of a
formula 8 is restricted to the subset F' of a partially inconsistent possibilistic
knowledge base F' where the information is more or less certain. For example,
V(ay, mi) € F' : m; > Incons(F). In other words, the certainties attached to
the formulae in F' must be strictly higher than the certainty of the formula in
F that causes the inconsistency. Therefore,  is proved with the most reliable
information (i.e. the most certain piece of knowledge) from the kunowledge base

F.

4. Knowledge Representation

It is believed that the first step towards decision making is to produce a quan-
titative description of the problem domain [10] (e.g. identifying decision vari-
ables and estimating uncertainties). This is also applied to a possibilistic-based
framework of knowledge representation and reasoning. For easy of illustration,
only the following decision variables are discussed in this paper: processing time,
avatlability, risk, and transaction cost. Processing timne and availability are con-
sidered as hard constraints, whereas transaction cost and risk are treated as soft
constraints [10]. For example, even though a particular settlement service is the
most expensive one, the payment agent may still consider it because of its abil-
ity to meet the payment deadline and relatively low risk. Table 1 is a simplified
example for four settlement services with corresponding service characteristics.

To transform the service characteristics depicted in Table 1 to possibilistic
formulae, the certainty value associated with each characteristic (i.e. service
value) pertaining to a settlement service is computed. For example, even though
a settlement service announces that its processing time for a transaction is 2
hours on average, there is uncertainty related to this quoted figure because of
the dynamics of the Internet (e.g. certain sites along the settlement chain are
down). -Similarly, even though the payment agent can be "handshakee” with
a settlement service (e.g. by using the "ping” command), the service may go
down when a transaction is finally routed there.
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Table 1: Characteristics of Settlement Services

Services | Processing time Availability Risk Cost
A 2 hours Running Low 60 cents/tran.
B 2 hours Running Medium | 60 cents/tran.
C 1 hour Running Low 90 cents/tran.
D 1 hour Likely Running High 30 cents/tran. |

Table 2 depicts the possibilistic formulation of the service characteristics for
these settlement services. Under each service attribute (e.g. processing time),
the left hand column is the predicate formulae of corresponding service values,
and the right hand column is the associated certainty values. It is assumed
that a history file is kept for each settlement service. If a settlement service is
brand new, default values and associated certainties could be applied. Based
on the history file, if a settlement agent A announces an average processing
time of 2 hours, and nine out of ten times that a payment can be settled within
2 hours, the certainty attached to the predicate Proctime(A,2) will be 0.9.
The predicate Proctimne(i,y) means that the average processing time of the
settlement agent x is y hour. Availability of a settlement agent is modelled
by the predicate Down(x), which indicates if a service is down or not. If a
settlement agent does not respond to the initial "handshake” command, the
certainty of Down(z) is 1.0. However, even though the remote agent responds,
it is still possible that it will be out of service when a transaction artives later
on. The certainty m of Down(zx) is computed based on the history records
(e.g. frequency of out of service given that it responds at the "handshake”
stage). It is assumed that routing payments to external settlement agents is
risky in nature. The certainty of the predicate Risk(z) is derived subjectively
. according to certain basic features of a settlement service x. For example, it
can be assessed based on whether it is a certified site, transaction history, kinds
of secured transmission protocols supported (SSL/SET), etc.. If a settlement
service A is housed at a certified site and it supports highly secured transmission
protocol, it is not as risky as another service D which is not certified at all. The
cost factor is modelled as a fuzzy predicate Expensive(x) of a settlement service
z. Expensive is a relative term for the evaluation of settlement services. There
is not a definite value which will be considered as expensive. Among a group of
settlement services, the one with the highest transaction cost will be considered
as expensive with certainty 1.0, whereas the cheapest service will be assigned a
certainty of 0.0. The rest of the settlement services can be evaluated according
to a fuzzy membership function [22] ;2. For the discussion in this paper, it is
assumed that pgzpensive = hz'yi;sl:l”lz‘:iest’ where highest and lowest represent
the highest and the lowest transaction costs as quoted by the settlement, agents,
and z is the transaction cost of a particular settlement service.

The payment agent of AEPS will only select a settlement service x as a candi-
date Cand(z) for payment processing if it is likely to satisfy the hard constraint
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Table 2: Possibilistic Formulation of Service Characteristics

Ser| Processing Time Availability Risk Cost

A | Proctime(4,2) | 09 | Down(A) | 0.2 | Risky(4) | 0.3 | Expensive(4) | 0.5
B | Proctime(B,2) | 0.8 | Down(B) | 0.3 | Risky(B) | 0.4 | Expensive(B) | 0.5
C | Proctime(C,1) | 0.8 | Down(C) | 0.3 | Risky(C) | 0.3 | Expensive(C) | 1.0
D | Proctime(D,1) | 0.5 { Down(D) | 0.5 | Risky(D) | 0.7 | Expensive(D) | 0.0

such as processing time. The payment agent prefers settlement services which
are cheap and less risky. The following formulae represent the payment agent’s
evaluation criteria of a good candidate service Cand(x) and a bad candidate
service ~Cand(zx):

Proctime(z,y) A Regtime(z) Alg(y, z) = Cand(x),1.0
Down(z) - -Cand(z),1.0

Risky(z) — -Cand(x),0.6

Ezxpensive(x) - ~Cand(x),0.8

Ezxpensive(r) - ~Risky(x),0.4

Reqtime(2),1.0

The first formula means that if a settlement service z’s processing time is
y hour and it is less than or equal to (i.e. predicate lg(y,z)) the required
processing time z of the current processing cycle, it is a candidate service (i.e.
Cand(z)) with certainty 1.0; If a service z is unavailable (i.e. down(z)), it
is not a candidate service (i.e. ~Cand(x)) with certainty 1.0; A risky service
is not a candidate service with certainty 0.6; An expensive settlement service
is not a candidate service with certainty 0.8; An expensive service may imply
that it is not risky with certainty 0.4, a low confidence level. It is assumed
that the deadline of processing the bulk payments in the current processing
cycle is within 2 hours, and so Reqtime(2), 1.0 is added to the payment agent’s
knowledge base K.

5. Possibilistic Reasoning for Smart Payment Processing

The payment agent in AEPS employs possibilistic deduction to infer if a
settlement service is a feasible solution (i.e. candidate) according to its prefer-
ence (e.g. cheap, less risky, meeting deadline, etc.). When a settlement service
is evaluated, its characteristics are encoded as possibilistic formulae and added
to the payment agent’s knowledge base as assumptions. If the payment agent’s
knowledge base K entails a settlement service z as a candidate service (i.e.
Cand(z)), = will be added to the set S of feasible solutions. This scenario is
similar to the symbolic approach of finding a feasible plan or schedule through
assumption based reasoning [13]. In MXFRMS [13], each possible plan is added
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to the agent’s knowledge base as assumption. If the plan is consistent with the
knowledge base where the constraints about the planning process is stored, the
plan is considered feasible. However, for the payment agent, some of the chax-
acteristics of a service x may lead to its consideration as a candidate service,
whereas other service qualities may remind the agent to exclude it from consid-
eration. This is a general problem in multiple criteria decision making [23]. In
logical term, inconsistency (L) may exist in the resulting possibilistic knowledge
base K. Therefore, the nontrivial possibilistic deduction |~ is used so that the
payment agent can draw sensible conclusions based on the most certain part of
K even though some of its elements are contradictory to each other. To choose
the optimal settlement option(s) from S, the valuation Val(Cand(x), K) will
be compared for each £ € S. A candidate settlement service that receives the
highest valuation will be chosen as the settlement service since the payment
agent is most certain that it should be a candidate service.

With reference to our example, the formulae representing the characteristics
of each settlement service will be added to the payment agent’s knowledge base.
K as assumptions. This process creates 4, Kp, K¢, and Kp respectively.
By possibilistic resolution, the inconsistency degree of each revised knowledge
base can be computed (e.g. Incons(Ka)). The third step is to compute the
valuation Val(Cand(z), K,). According to the definition of nontrivial possi-
bilistic deduetion }~ described in Section 3, if Val(Cand(x), K.) > Incons(K,,)
is true, K, b Cand(z) can be established. To conduct possibilistic resolution.
all the formulae must be converted to their clausal form first. The following is a
snapshot of K 4 after the characteristics of settlement service 4 is added to K:

—Proctime(z,y) V ~Reqtime(z) V -lg(y, z) V Cand(z),1.0
- Down(z) V ~Cand(z),1.0

- Risky(z) V -Cand(z),0.6

- Ezrpensive(zx) V ~Cand(z),0.8

~Ezrpensive(r) V ~Risky(z),0.4

Regqtime(2),1.0

Proctime(A,2),0.9
Down(A),0.2
Risky(A),0.3
Ezpensive(A), 0.5

It can easily be observed that K4 is partially inconsistent (e.g. Cand(A) €
K4, ~Cand(A) € K4). Therefore, Incons(K4) > 0 is derived. In addition,
there are several valuations of Val(Ll,K4). The maximal valuation m = 0.5
is derived from the resolution path depicted in Figure 2. It is assumed that
standard unification procedure in Prolog and the possibilistic resolution proce-
dure described in Section 3 are used to derive the refutation. As can be seen,
Incons(K 4) = 0.5 is derived. To find an optimal refutation without traversing
a large number of nodes along the resolution paths, efficient resolution strategies
have been proposed [2]. To see how strong the payment agent’s knowledge base
K4 entails Cand(A) (i.e. how strong the payment agent believes that service
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A is a candidate for processing payments), the valuation Vel(Cand(4), K 4)
is computed. According to the resolution procedure described in Section 3,
(~Cand(A),1) is added to K4, several refutations can be found again. Fig-
ure 3 depicts the resolution path with the strongest refutation. Therefore,
Val{(Cand(A), K4) = 0.9 and K4 | (Cand(A),0.9) are established. According
to the definition of nontrivial possibilistic deduction }~ described int Section 3,
Ka |~ Cand(A) since Val{Cand(A), Ka) = 0.9 > Incons(K4) = 0.5. In other
words, settlement service A is a feasible solution.

—Proctime(z,y) V ~Regtime(z) V ~lq(y.z) V Cand(z), 1.0 Reqtime(2), 1.0

—~Cand(z),0.8 Erpensive(A), 0.5

—~Expensive(xr)

—Proctime(x,y) V =lq(y,2) V Cand(z).1.0 Proctime(A,2),0.9

Cand(A),0.9 —Cand(A),0.5

1.0.5

Figure 2: Resolution Path for the maximal Val(1, K 4)

—~Proctime(x, y) V ~Regqtime(z) V ~Ilq(y, =} V Cand(x),1.0 Regtime(2), 1.0

—Proctime(x,y) V —~lq(y, 2) V Cand(z), 1.0 Proctime(A,2),0.9

~Cand(A), 1.0

Cand(A),0.9

130.9
Figure 3: Resolution Path for the maximal Val(Cand(A), K 4)

Similarly, (Proctime(B,2),0.8), (Down(B),0.3), (Risky(B),0.4), and
(Ezpensive(B),0.5) are added to the possibilistic knowledge base K as assump-
tions. By means of possibilistic resolution, Incons{(Kg) = 0.5 and Val(Cand(B),
Kp) = 0.8 are derived. Therefore, the payment agent can also deduce that
Kpg |~ Cand(B). Consequently, settlement service B is also a potential solution.
According to the characteristics of the settlement services described in Table 2,
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(Proctime(C,1),0.8), (Down(C),0.3), (Risky(C),0.3), and (Ezpensive(C), 1.0)
are also added to K as assumptions. By means of possibilistic resolution,
Incons(K¢) = 0.8 and Val(Cand(C),Kc) = 0.8 are derived. The payment
agent deduces that K¢ p« Cand(C) based on the definition of nontrivial pos-
sibilistic deduction. Therefore, settlement agent C will not be considered for
payment processing because the payment agent is not certain that C should
be a candidate service (e.g. it is an expensive service). To evaluate the set-
tlement service D, the assumptions of (Proctime(D,1),0.5), (Down(D),0.5),
(Risky(D),0.7), and (Ezpensive(D),0.0) are used to derive Kp. Accordingly.
Incons(Kp) = 0.5 and Val(Cand(D), Kp) = 0.5 are computed. Therefore,
Kp b= Cand(D) is also established. In other words, it is uncertain that settle-
ment service D can fulfill the requirements of being a candidate service because
of its frequent down time and relatively lhigh risk. In summary, the payment
agent draws the following conclusions based on nontrivial possibilistic deduction:

K4 }" Cand(A)
Kpg }» Cand(B)
K pe Cand(C)
Kp b= Cand(D)

Since Val(Cand(A), K 4) is higher than Val(Cand(B), Kg), the payment
agent is more certain that settlement service A is a candidate service for pay-
ment processing. The intrinsic nature of the Internet is very dynamic, and so
the Web-based electronic commerce. A full set of service attributes pertain-
ing to a particular settlement service may not be available for decision making.
Therefore, it is desirable for the payment agent to draw sensible conclusions
with incomplete information. Possibilistic reasoning is also useful under such
a circumstance. For instance, if the ounly information available for service A is
processing time and availability, K4 }» Cand(A) is still maintained according
to the given evidence. So, A is still considered as a feasible solution because
of its likelihood to meet the payment deadline. However, further investigation
is required to study the expected rational behavior of payment agents when
they are faced with uncertain or missing market information. According to the
above example, it also sheds light on the explanation ability of payment agents.
For example, the reason why settlement service A is considered as a candidate
Cand(A) is that there is high certainty (0.9) of it being able to meet the pro-
cessing deadline. Comparatively speaking, it is unlikely (0.5) that 4 should not
be a candidate service =Cand(A). The reason is that there are low certainties
for out of service (i.e.Down(A),0.2) and risk (i.e. Risky(A),0.3), and medium
certainty for high cost (i.e. Expensive(4),0.5). Possibilistic logic provides an
explicit representation of these causal relationships and a gradated assessment
of the likelihood of these relationships given the available evidence.

6. Conclusions and Future Work

This paper proposes a theoretical framework for an agent-based electronic
payment system. However, it is important to implement and evaluate such
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a framework. Particularly, effectiveness and computational efficiency of the
payment agent, which is underpinned by possibilistic logic, need to be examined
further. One of the possible ways to conduct a quantitative evaluation of the
payment agent is to compare its performance (i.e. accuracy of decision, latency
of making a decision) with the traditional quantitative approach of multiple
criteria decision making [11]. Initially, simulation of the agent-based electronic
payment service will be conducted in an Intranet environment. For example,
several artificial sites can be set up as settlement services. Each service will
be equipped with various service characteristics. By comparing the decisions
which are made based on possibilistic reasoning with that based on traditional
quantitative approach, some ideas about the effectiveness of the possibilistic
payment agents can be obtained.

The possibilistic resolution method illustrated in this paper is for non-fuzzy
predicates. Since payment agents also deal with fuzzy predicates (e.g. Expen—
sive(z)), further work may include applying the fuzzy possibilistic resolution
method {5] to the payment agents. Apart from intelligently choosing the opti-
mum settlement service, a step further for the development of the agent-based
payment service is to support negotiation between the payment agent and ex-
ternal settlement agents for better deals (e.g. cheaper cost per transaction for
larger amounts of payments). Whether it is feasible to integrate existing nego-
tiation protocols [21] with possibilistic reasoning in a payment agent, and "how
to implement it” is another interesting research question.

The proposed agent-based electronic payment system sheds light on a formal
approach towards electronic payment on the Internet. Because of the intrinsic
dynamics of the Internet-based electronic commerce, payment agents are faced
with the challenge of making good decisions under the constraint of uncertain
and incomplete market information. Possibilistic logic provides au expressive
language to formalise uncertainties that are often associated with activities in
electronic commerce. Moreover, nontrivial possibilistic deduction allows a pay-
ment agent to make sound decisions based on the most certain and reliable
information held in its knowledge base. The explicit modelling of the causal
relationships between a decision and its justifications also facilitates the ex-
planation of the agent’s decision making process. From our initial study, it
is technically feasible to apply possibilistic knowledge representation and rea-
soning to intelligent payment agents in electronic comnmerce. Nevertheless, to
obtain more insights about the effectiveness and the efficiency of these agents,
a quantitative evaluation of these agents is required.
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